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2023 xbUibiHa KabbulaaHaTseiH MarucrpanTrapasii 7M06306-AknaparTeik Kayincizaik xyienepi 6inim Garnapramacel OOHBIHIIA NOHACP KATATOIbI
Karanor gucummumn 1o obpasosarensHoit nporpamme 7M06306-Cucremsl undopMaimonnoii 6e30nacHOCTH Juis MarucTpanTos npueMa Ha 2023 roa
The catalog of disciplines educational program 7M06306- Information Security Systems for masters of the 2023 year admission

MMonnin
umKai / . Kpeaur
Lnka H Klssnbi Kvayst / / Kbickawa ansnorauns/ MpepexBuznrrep/
A3BAHMUE AHCUMILIHHBI : :
Ne | ameumnan / Kpeanr Kparkan asnoraumn / IMpepexksusnrny/
Hoi /Cycle / Annotation Prerequisites
of the Name of the course Credit
course
1 cemectp /1 cemectp / Semester 1
KOO komnonenTi /Byzosekuii komnonent / University component
1 | BITXOOK | Korapei MexTen 4 Byn non Korapbl KOHE JKOFapel OKY OpblHaH keifinri Oinim  Oepy wyitecinae
BJ1 BK nenarorukachl MarCTPaHTTaAP/AbI{ TYTAC NeAArorHKanbiK npoueccTi yibiMaacToipa 6inyid gamuty, Kaciou
BD UC [Neaaroruka eiciueii - NefarorHkanbl K Ky3blpeTTiKTepi MEHrepyre JkaHe TabbiCThl FHUTHIMH UIbiFapMallbLIBIK
HIKOJTBI Gencenainikrepin aameityra farsiTranraH.

Higher School Pedagogy

Jauwsiii  npeamer HanpaBAeH Ha  PasBUTHE  NPO(ECCHOHANLHO  ~NEAATOTHYECKHX
KOMMETEHUHIT MArHCTPAHTOB, YMEHHE OPranu3anuy yueOHo-BOCHTATENLHOTO Npolecca, a
TAKAKC HA BCECTOPOHHIOW MOAIOTOBKY K YCNEUIHOMY HAYYHOMY TBOPUCCTBY B CHCTEME
BHICIIErO ¥ MOCJEBY3OBCKOrO 00pazoBaHus.

This subject is aimed at the development of professional and pedagogical competencies of
undergraduates, the ability to organize the educational process, as well as comprehensive
training for successful scientific creativity in the system of higher and postgraduate education
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2 | BII1 )KOOK
BJI BK
BD UC

EacKapy TICUXOJIOTUACHI
Ilcuxomorus yhopaBJICHUSA
Management psychology

ATaJMBIII  OKy KYPCHIHBIH K@XKETTUII  MarducTpaHTTapAblH  HEri3ri  3amMaHayu
TICUXOJIOTHSUIBIK TYFBIPJIap MEH Karuaajaplibl, )KeKe TYJIFara TOH MCUXHUKAJBIK YpicTepiH
3epTTey OMICTEpiH, IiC -OpeKeT TeTIKTepiH PETTEYi *KeKe TYJIFa MEH TONTHIH MiHe3 -KYJIBIK
3aHJIBUIBIKTAPBIH TYCiHY KOHE OHBI KbI3MET OapBICBIHAA TaiijaiaHy aKblIbl JOJICIACHEN].

Heo6xonnmocTs 00y4eHNsT JAHHOTO Kypca 00YCIIOBIEHA TeM, YTOOBI MAaTHCTPAHTHl MIMEIH

LEJIOCTHOE MPEACTAaBICHHE OO0 OCHOBHBIX MOAXOJaX W NPHHIMIAX COBPEMECHHOI
NICHXOJIOTUYECKOH HAyKH, OCHOBHBIX METOJAX HCCJIEHOBAaHMS ICHXUYSCKHUX IIPOLECCOB,
COCTOSIHHI M CBOWCTB JINYHOCTH, MEXaHH3MOB PETYJIALHN JSSITSIBHOCTH, 3aKOHOMEPHOCTH
MOBEACHHS JINYHOCTH ¥ TPYIIIBI, KOTOPBIE MOTYT OBITh MOJIE3HBIMU B PO(eCCHOHAIBHOMN
JCATCIBHOCTHU CIICIUAJINCTOB BBICIICH KBaJ'II/I(l)I/IKaHI/II/I.

The necessity of teaching this discipline is conditioned by the fact that master students have
a holistic view of main approaches and principles of modern psychology, main research
methods of psychic processes, conditions and person features, mechanisms of activity
regulation, measures of person and group behavior which could be useful in high
qualification specialists’ professional activity

3 | KII KOOK
I1J1 BK
PD UK

Ecenrey xeminepiniy
Kayimncizmiri
bezonacHocTh
BBIYMCIIMTENLHBIX CETEN
Computer network
security

[ToHni OKBITY asichlHIA Kayilci3 akmapar ajiMacyAbl JKOHE KOMITBIOTEPIIK JKelijepliH
CCHIM/II )KYMBIC ICTEYiH JKYy3ere achIpyAbIH HAKTBI TOCLIACPI 3ePTTENEIi, OCAIABIKTAD XKOHE
HETI3Ti JKeNiTK [a0ybUIapAbl JKy3ere achlpy Tacuiaepi OKbIThuiambsl. Kypce skeniiik
TOTOJIOTUSIHBI KOPFay bl )KOHE KOMITBIOTEPJIIK JKeIIep/IiH Kayilci3 )KYMBICHIH KAMTaMachl3
€Ty, KOMITBIOTEPIIIK JKENIePAiH )KYMBIC iCTey KayilCi3IiriH KaMTaMachl3 €TETiH KOPFaHBIC
LIapaJIapbIHBIH ~ OKUBIHTBIFBIH KaMTaMachl3 €Ty YIIiH CTaHZapTThl Kypajmap MeH
TEXHOJOTHSIIAPBl KOJMAHYIBl 3epTTEHIl, JKENTIK KayilCi3miK CasCaThIH JKOHE JKENLUTIK
TpaduKTI Cy3rijiey MpoIeciH Kypapl.

B pamkax AMCIMIUIMHBI W3y4aloTCsl aKTyalbHbIE MOJIXOJbI K peain3aluu 0e301acHOro
MHGOPMAIMOHHOTO OOMEHa M HaJEXKHOTO (PYHKIMOHHPOBAHHS BBIYHCIHUTEIFHBIX CETEH,
TUINMWUYHBIC YA3BUMOCTHU U CHOCO6BI pcaim3anui OCHOBHBIX CCTCBBIX aTak. B Kypce
paccMaTpuBAIOTCA MPUMEHCHUEC CTAHAAPTHBIX CPEACTB U TEXHOJIOTHUU 06ecnequI/m 3alIUThI
CeTeBOM Tomonornu W Oe3omacHOW pabOTHl BBIYMCIUTENBHBIX CETeH, pealn30BBIBATH
KOMIUIEKC 3aIIUTHBIX MEPONPHATHH I obecriedeHns: 0e30macHOCTH (PyHKIIMOHUPOBAHUS
BBIUMCIIUTENFHBIX CETeH, CTPOMTHh MOJHTHKKA CETEeBOM Oe3omacHOCTH M (puiIbTpanuu
ceTeBoro Tpaduka.

The discipline studies current approaches to implementing secure information exchange and
reliable operation of computer networks, typical vulnerabilities and ways to implement major
network attacks. The course covers the use of standard tools and technologies to ensure the
protection of network topology and the safe operation of computer networks, implement a
set of protective measures to ensure the security of the functioning of computer networks,
build network security policies and filter network traffic

KomrmbroTepiik jxoHe
TCICKOMMYHHUKaIUAIIBIK
)Kyhenep

KomnerotepHsie u
TCJICKOMMYHHKAIITUOHHBIC
CE€THU

Computer and
Telecommunication
Systems
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4 | KIKOOK
I1J1 BK
PD UK

Kerinpipinren
Kpuntorpadus
[IponBunyTas
KpUITOTpadus
Advanced Cryptography

[Tor romomMopdTh! MmHMdpAay, TONBIK anmaparThlK AUCKLIEpal mwudpay, 6an mmdpiays,
JlaybIc OMOMETPUSICHI KoHEe OCTTI TaHy, KBAaHTTBIK KpUNTOTpadusi CUSIKTHI KEJEIeri 30p
mmdpriay )koHe aKIapaTThl KOPFay TEXHOJIOTHSUIAPBI Typallbl TEOPHSUIBIK O1TIMAI MEHIepyTe
OarpITTanFaH. bimimM anymbuiap KeHiHEH KOJMIAHBIIATEIH KPUIITOTPAa(USIIBIK IPUMHTHBTED
MEH JTOPUTMACP YUIIH JIOTHKAa MEH IICEBIOKOM >Kacaiapl (omapIsl Kapa JKOIIiK peTiHme
KaJlail maijanaHy KepeKTiriH OLTyAeH albIpMamIblIbIFbI), Oy oapFa KpHITOTpadusIbIK
NPUMHUTHBTEP/II ©31epi TAaHIaFraH Ke3 KereH miatdopmanapaa / Tingepae xKysere acsipyra
MYMKIHIIIK Oepei.

JlucuuruinHa HampaBjieHa Ha OBJNAJCHHE TEOPETHUYECKMMH 3HaHMAMU O Haubosee
HEPCIEKTUBHBIX ~ TEXHOJIOTHSIX MHU(POBaHUS M 3alUThl  MHGOOPMAIMK, TaKUX Kak
romomopdHoe mmMdpoBaHKe, TNOJHOE annapaTHOEe IU(pPOBaHUE JHMCKA, MEI0BOE
muQpoBaHye, rojocoBasi OMOMETpHsl M pacliO3HABaHUE JIMI, KBAaHTOBash Kpunrorpadwus.
VYuaiuecs: pealnnu3yroT JIOTHKY U NCEBIOKO]] HIMPOKO MCIOJIB3YEMbIX KPUITOrpadUueCKIX
MIPUMUTHBOB U aJITOPUTMOB (B OTIIMYUE OT UCIIOIb30BAHUS UX B KAUECTBE YEPHOT'O SIIUKA),
YTO TMO3BOJIICT WM pEAJTM30BBIBATH KPHUNTOTpaUUCCKHE MNPUMHUTHBBI HA JIIOOBIX
wiatopmax / A3bIKax Mo CBOeMy BBIOODY.

The discipline is aimed at mastering theoretical knowledge about the most promising
technologies for encryption and information protection, such as homomorphic encryption,
full hardware disk encryption, honey encryption, voice biometrics and face recognition,
quantum cryptography. Master students will build the logic and the pseudo-code for the
widely used cryptographic primitives and algorithms (as opposed to merely knowing how
to use them as black boxes), which will enable them to implement the cryptographic
primitives in any platforms/language they choose

Kpunronorus
Kpunronorus

Cryptology

Tanpgay ooiibinima komnoHerTTep / Komnonentsl no Brigopy / Optional Components

5 |BIITK
BJl KB
BD EC

Frusimu 3epTTey
omicremeci xoHe R&D
MeTomonoruss  Hay9HBIX
nccnenoBannit. u R&D
Research methodology and
R&D

5

Ocbl ToHHIH aschiHAa |T-KOMIAHWSIIAPIBRIH TEXHOJOTHSUIBIK JaMy Maceleiepi KoHe
WHHOBAIVSUIBIK OarmapiaManap 3epTTelielli; THIMII TEXHOJOTHSUIBIK MICIIIMACPAl SHTi3Y
OOMBIHINA >KOOANBIK TOMTAP.IBl KAIBIITACTBHIPY; O3BIK JKETICTIKTEPi KOMITAHUSHBIH OH3HEC-
npornecrepine OipikripinreH | T xoHe 6acka FBUIBIMIBI KAXKET €TETiH caaliapIarbl POrpecc.
Herisri  xy3sIperTep: IT  camacelHOAaFrel  FHUIBIMU-TEXHHKAIBIK  IPOTPECTIH,
WHHOBAIMSUIAPBIH, IIIKI JKOHE CBIPTKBI HAPBIKTAFbl O3BIK JKOHE IMEPCIIEKTUBAIIBIK
a3ipiIeMeNiepIiH MOHUTOPHHTT, KOMITAHMSUIAPIbl HHHOBAIIMSIAY KOHE TEXHHKAJBIK KaWTa
JKapaKTaHIbIpy OarmapiamMaiapeiH a3ipiiey, |T-KoMmaHWsUTapAblH aFbIMIaFbl  OWU3HEC-
MPOIIECTEPIHE OJAP/bI €HTi3Y/iH MaKCATThUIBIFBI YIIiH Oenriymi Oip O3BIK XKETiCTIKTepi
Oaranay, WHHOBaIWSJIApIbl €HTI3y TMPOIECIHIAE OPTYPdl KBI3BMETTEPHiH THIMAI e3apa
OpeKeTTeCyiH YHBIMAACTHIPY; MHHOBAIMSHBIH TETICTIrT MEH YTHIMIBUIBIFBIH KaMTaMachl3
eTy.

B paMKax I[aHHOﬁ JAUCHUIUIMHBL U3Yy4arOTCd BOIIPOCHI TEXHOJOTMYCCKOro pPa3BUTUSA UuT
KOMITAaHUH U nporpaMMblL HHHOBaHHﬁ; (bOpMI/IPOBaHI/Iﬂ MPOCKTHLIX KOMAaH/ 10 BHEAPCHUIO
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3¢ (G eKTUBHBIX TEXHOIOTMYCCKHX pelleHHit; mporpecc B oomacti UT u npyrux HayKOeMKHX
0Tpacisax, IepeOBbIC JOCTIIKEHHSI KOTOPBIX UHTETPUPYET B OU3HEC-MIPOIECChl KOMITAHHH.
KitoueBpie kommerenmmu: moautopuar HTII B obmactu UT, mHHOBanuWi, MepenoBHIX H
MIEPCIIEKTUBHBIX Pa3pab0TOK Ha BHYTPEHHEM W BHEITHEM pBIHKAX; pa3padoTka MporpaMm
WHHOBAIlMii M TEXHUYECKOTO IIEPEBOOPYKEHHUS KOMITAHUH, OICHKa TeX WM WHBIX
TIePEIOBBIX TOCTIDKEHUH Ha MPEeIMeT IIeTIecO00pa3sHOCTH MX BHEAPEHHS B TeKyIIne On3Hec-
nporeccel M T-xommanmif; opranm3anus 3>(PQGEKTHBHOTO B3aWMOICHCTBHSA Pa3IAIHBIX
CIIy’)k0 B TIpollecce BHEAPCHHS HOBANWH; OOecIeYeHHe IUIaBHOCTH W PAalMOHAIBHOCTH
WHHOBALIUH.

Issues of technological development of IT companies and innovation programs formation of
project teams for the implementation of effective technological solutions, progress in the
field of IT and other science-intensive industries, the advanced achievements of which are
integrated into the company's business processes will studied. Key competencies: monitoring
of scientific and technical progress in the field of IT, innovations, advanced and promising
developments in the domestic and foreign markets; development of programs for innovation
and technical re-equipment of companies, assessment of certain advanced achievements for
the expediency of their implementation in the current business processes of IT companies;
organization of effective interaction of various services in the process of introducing
innovations; ensuring the smoothness and rationality of innovation

6 |BIITK
BJl KB
BD EC

JKoba MeHEeIKMEHTI XoHE
IT StartUp IIpoexTtHsrit
menemxkment u 1T StartUp
Project Management and
IT StartUp

By mon marmcrpanTTapra |T-Ky3sIpeTTimiKTepiH, KOMaHIAIBIK JKYMBICTH koHe bru3Hec
JaFJbUIAPBIH JaMBITYFa KOMEKTeCy YIIiH jkacanraH. Maesnap, TpeHATep KapacThIpbLIAIbL.
HHkybaTop MEH akceneparop apachlHIAFbl albIpMAaIIbUIBIK. KypbUiTalInbuiapabl KaKeTTi
KY3BIPETTUTIKIICH Kaail TapTyFa j)koHe KUBIH COTTeplie KOMAaHIAHbI Kajail bIHTaJaHABIpyFa
OonaThIHBIH. MAaKCaTThl ayIUTOPHUSHBI KIUEHTTIK CerMeHTTepre 0eiy. ©Op CEerMeHTKe
epekiie KyHabl YerHbIC kacay. TAM-SAM-SOM HapBIFBIHBIH KOJIeMi.

JanHas AUCIMIUINHA MpeJHa3HaYeHa Ul TOTO, YTOOBI TOMOYb MaruCTpaHTaM Pa3BHBATH
cBon UT-komnereHmy, KoMaHIHy0 padoTy u busHec-HaBbIkH. PaccmarpuBaroTcs niew.
Tpenasl. Pazauma mexxay mHKyOaTopoMm u akcenepatopoM. Kak npuBieds coocHOBaTenei ¢
HY>KHBIMH KOMIIETEHIIMSIMA M MOTHUBHPOBATH KOMAaHAy B TPyJIHBIE MOMEHTH. PazOmenne
neneBoit ayauropun Ha Knmentckue CermenTsl. CocTaBlieHHE YHUKAIBHOTO IIEHHOCTHOTO
NpeAIoKeHus KaxaomMy cermeHty. Oobem peinka TAM-SAM-SOM.

This discipline is designed to help students develop their IT Competencies, Teamwork, and
Business Skills. ldeas are considered. Trends. Difference between incubator and accelerator.
How to attract co-founders with the right competencies and motivate the team in difficult
times. Dividing the target audience into Client Segments. Drawing up a unique value
proposition for each segment. Market size TAM-SAM-SOM
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7 |BITK
BJl KB
BD EC

Aca MaHBI3/IbI
UHPPAKYPHUTBIMIBI
KOpFay Herizzepi

OCHOBBI 3aIUTEI
KPUTHUYECKH BAYKHOM
HHPPACTPYKTYPHI
Fundamentals of Critical
Information Infrastructure
Protection

Kypc MaHBI3ZBl HBICAaHZap MEH JKyHenepal 3eprreyre apHainraH. Kypcra oxapisig
Kayinci3mik Heri3fepl jKoHe MaTeMaTHKAaJbIK MOJENbIEYre HEeri3JieNreH Taniay oiicrepi
Typaibl CyYpakTap KapacTelppUIraH. Kypaemi rereporeHai >XyHelepmiH MoIeibaepi
MapKoBTBIH Ke3IeHCOK TMpOILecTepiHiH cxemachlHa coiikec cumartTainraH. CoHpaii-ak,
KypcTa XYHenepaiH arperaTuBTI CHIaTTaMachIHBIH HETi3/epi, KbI3MET KOPCETy TEOPHACHI,
OHBIH imriHAe Ke3eK Y3bHAbFE mekTeyni JKKKIK, Tletpu xeminepi jkoHE CTaTHCTHKAIBIK
TECTIIEy ONICIMEH CTOXACTHKAJBIK TIpolecTepAi Mozensaey Oepinren. Conpaii-ak,
KarJailapIelH aHBIK eMeC CHIaTTaMalapsl 6ap MoJenbaep, Halap KYpbUIbIMAAIFaH KIHE
HaIIap PACciMIENTeH MaceeNep i Menry IiH KOTHUTUBTI TOCLIaepi YCHIHBIIAIb.

Kypc mpennasHadeH Ui M3ydeHHs KPUTHUECKH Ba)KHBIX OOBEKTOB M cHUCTeM. B kypce
OCBEIL[AIOTCSl BONPOCHI OCHOB HUX O€30MACHOCTM M METOAbl aHalu3a Ha OCHOBE
MaTeMaTH4ecKoro MojenupoBaHua. OINHCBIBAIOTCS MOJAETHM CJIOKHBIX HEOTHOPOIHBIX
CHCTEM M IO CXeMe MapKOBCKHUX CITydailHBIX mpoIieccoB. Tawke B Kypce TaroTCsi OCHOBBI
arperaTMBHOTO ONUCAHUsI CUCTEM, TEOPHUsI MaCCOBOTI0 00CTyXnBaHus, B ToM unciie CMO ¢
OTKa3aMH M C OrpaHMYEHHEM IO UIHHE odepenu, ceTd IleTpu m MoaenmupoBaHHe
CTOXAaCTHUYECKUX IPOLECCOB METOAOM CTaTUCTUYECKHX HCIBITAHUH. A TakXke MOIEIH C
HEYETKUMH  ONHCAaHWAMU  CHUTyalluil, KOTHUTHUBHBIE TOAXOABl K  PELICHHIO
cJ1ab0CTPYKTypHPOBAHHBIX U TNIOXO (pOpMaM30BaHHBIX 3a1ad.

The course is designed to study critical objects and systems. The course covers the basics of
their safety and methods of analysis based on mathematical modeling. Models of complex
inhomogeneous systems are also described according to the scheme of Markov random
processes. The course also provides the basics of aggregate description of systems, the theory
of queuing, including Mass Serving Systems with failures and limited queue lengths, Petri
nets and modeling stochastic processes by the method of statistical tests. As well as models
with fuzzy descriptions of situations, cognitive approaches to solving poorly structured and
poorly formalized problems

8 |BIITK
B KB
BD EC

CepBepitik  oneparisuIbIK
Kyienepai 6ackapy
AJIMUHUCTPUPOBAHUE
CEPBEPHBIX
OTIEPAIMOHHBIX CHCTEM
Server operating systems
administration

Ocet mon ascerHga Unix tunri WIindows cepBepitik — omepanusiiblK — KyHenepiHin
epekmrenikrepi 3eprrenei. JXyiienik 6ackapy, KOJ XKETKi3yi MIEKTey, pecypcTapsl ey,
KyHeIiK KeI3MeTTepIi 6aKpuiay Kypaimapsl 3epTrenesi. Op Typii cepseprepai (daiin, ftp,
web, npokcu, KoamanGamap, momTa, Jepekrep Oasanmapel, MHTpaner) Gackapy
KapacteipsutraH. Active Directory karanor kei3merTepi 3eprreneni. Kayincisaik, 0y3piiyra
TYPaKTBUIBIK JKOHE CEHIMUIIK Mocemenepi KapacThIPbLIA b

B pamkax [DaHHOM JUCIMIUIMHBI H3YYarOTCs OCOOEHHOCTH CEPBEPHBIX OIEPAIIMOHHBIX
cucrem  cemeiictea  Unix w  Windows. H3yuaoorcs  CHCTEMHBIE  CPEACTBA
AIIMHHHCTPUPOBAHKSA, Pa3rPaHMUYEHHs JOCTYIA, pPaseiCHUs PeCYpCoB, MOHHMTOPUHIA
CHCTEMHBIX CITyk0. PaccMaTpuBaroTCs aJMUHHCTPHPOBAHKE Pa3IMYHBIX THIIOB CEPBEPOB
(daiinoseix, ftp, web, npokcu, npunoxkenuii, mail, 6a3 nanueix, Uarpaner). M3ygarorcs
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cnyx0bl  karamoroB Active Directory. PaccmaTtpuBaroTcsi BOOpPOCH  0€30MacHOCTH,
OTKa30yCTOWYMBOCTH U HAJICIKHOCTH.

Within the framework of this discipline, the features of Unix family and Windows server
operating systems are studied. We study system administration tools, access control, resource
sharing, and monitoring of system services. Administration of various types of servers (file,
ftp, web, proxy, applications, mail, databases, Intranet) is considered. The Active Directory
services are studied. The issues of security, fault tolerance and reliability are considered.

2 cemectp / 2 cemecTp / Semester 2

KOO xomnonenti / By3osckuii komnonent / University component

9 | BII KOOK
BJ BK
BD UK

[Ieren Timi (kociOm)

HHoctpanHbIi SI3BIK
(mpodeccroHaNbHBIN)
Foreign language

(professional)

4

«lleremr Timi (xociOM)» KypCBHIHBIH MaKcaThl TUIOIK eMec MaMaHIBIKTapIbIH
MaruCTpaHTTapblHa XOFapbl 0azanblk craHmapT (Cl) meHredingeri mer TUTHIK OLmiMIi
MEHIepTy YpAiCiHIE MOAECHUAPAJIBIK-KOMMYHHKATHBTIK KY3IPETTUIIKTI KaJbIITACTHIPY.
Kypc akageMusuIbIK jKa3yablH HOpMaJIapbIH MEHIEPTY, ChIHU TaJaayapiblH IaFablIapbiH
JAMBITY, FBUIBIMHU IIONYJIAp JaibIHIAY, AHHOTAIUIIAD, 3ePTTECy TaKbIPBIITAPHl OOMBIHIIA
pedepatrap xoHe oubnuorpadusIap KYpacTeIpy/Isl KAPACTHIPAIBL.

Henpto kypca «HOCTpaHHBIN SI3bIK (MIpOQecCHOHATBHBIN)» sBIsieTCs] (HOPMHUPOBaAHKE
MEXXKYJIbTypHO-KOMMYHHUKAaTHBHON KOMIIETEHIINH MarucTpaHTOB HESI3BIKOBBIX
CIEIMAIBHOCTEH B IIPOIECCe WHOSA3BIMHOTO 00pa3oBaHMs Ha YpPOBHE cBepx0a3oBoii
cragmaptHoctn (C1). Kype mpemycMmaTpuBaeT oOBIajJeHHE HOpPMaMy aKaJeMHYECKOTO
IIMCbMa, PAa3BUTHE HAaBBIKOB KPUTHUECKOTO aHaJM3a, IMOJTOTOBKM HAay4HBIX 0030pOB,
aHHOTAallMHM, cocraBieHHs pedeparoB n Oubmmorpaduii Mo TeMaTHKe NPOBOAMMBIX
HUCCIIEIOBAHUM.

The course of "Foreign language (professional)" is targeted at the formation of intercultural
and communicative competence of Master students of non-linguistic specialties in the
process of foreign language education at the over -based standard level (C1). The course
provides for mastering the principles of academic writing, developing the skills of critical
analysis, preparation of research review and annotations, reports and bibliographies on the
subject of ongoing research
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10 |BII1KOOK | FeublM  Tapuxsl  JKoHE «FbuTbIM Tapuxsl MeH QHIOCOPHACHD) KypChl MAarUCTPAHTTAP/IbIH OOMBIH/IA FEUTBIMU OWJIay -
bJ1 BK ¢dunocopusicer MOJICHUCTIH KaJIBINTACTHIPHII, CapanTaMaliblK KaOUIeT IeH 13CHIC KBI3METIHIH TaFIbIIapbIH
BD UK Hctopus u ¢unocodus JaMBITA]IbL.
HayKH
History and Philosophy of Kypce «Mcropus u dpunocodus Haykn» HOpMHUPYET y MaruCTpaHTOB KyJBTYPY HaY'HOrO
Science MBIIUICHUS, pa3BHBaeT AHAJIUTHYECKHE CHOCOOHOCTH M HAaBBIKM HCCIIENOBATENBCKOM
JeATEIEHOCTH.
The course "History and Philosophy of Science" forms a culture of scientific thinking among
master students, develops analytical skills and skills of research activity
11 | KII XXOOK | ITporpaMMaibIK Kypangap Bysy omictepi, kpunrorpadisuislk KapaOaWbsIpiap MeEH alrOpUTMACPIiH Kayircizairia | XKerinmipinren
14 BK KOMeTiMeH KpUITOTAJIay Oaramay 3eprreneni. Kimaccmkamslk mudprapAblH KpUNToaHAN31, Au(GEepeHINaNAbIK, | KpUOTOTpadus
PD UK Kpunrroanamms ¢ CBI3BIKTHIK KPWINTOAHANN3. AMIBIK KINTTI KpunrorpadusuiblK >Kydenepre maOysuigap. | [IpoasunyTas
TTOMOIIBIO IPOTPAMMHBIX Kpunroanammsain Oenrinmi HOTHXKeIepl, KPUNTOAHAIH3 aITOPUTMICPIHIH MPAaKTUKAJIBIK | KPUIITOrpadus

CpCACTB
Cryptoanalysis using
software tools

OpBIHAATYBIH OaFanay omicTepi seprrenesi. Kypc KoMImbloTepiiik ecenrteyiaepMer 3epTTeyai
kamtumgel. C++, Python, GMP xkpunrtorpagusiislk KiTamxaHanapsl, KPHUITOAHAIH3TE
apHaJIFaH MPOrpaMMaJblK Kypanjap 3epTTenei.

W3ydaroTcsi METOABI B3JIOMa, OIEHKH O€30MacHOCTH KPUNTOrpadu4ecKuX MPUMHTHBOB U
anroputMoB. KpunroaHanus kiaccuueckux IUQPoB, nuddepeHnanbHbIi, JTUHeHHbIH
KPUNTOAHAIN3. ATaKH Ha KpUNTOTpaUueCKHe CUCTEMBI C OTKPBITHIM Kito4oM. M3yvarorcst
U3BECTHBIE PE3YJIbTAThl KPUITOAHAIIN32, METOJbl OLEHKU MPAKTUUYECKOH BBIMOJTHUMOCTH
QITOPUTMOB ~ KpUnToaHamn3a. Kypc BKIIOYAaeT MCCIEAOBAaHUS C KOMIBIOTEPHBIMH
BBIUKMCIIEHUsIMU. M3ydarorcs kpunrtorpaduueckue oOubnamoreku C++, Python, GMP,
IIPOTrpaMMHBIE CPEJICTBA JUIS KPUITOAHAIIN3A.

Methods of hacking, security assessment of cryptographic primitives and algorithms are
studied. Cryptanalysis of classical ciphers, differential, linear cryptanalysis. Attacks on
public-key cryptographic systems. The well-known results of cryptanalysis and methods for
evaluating the practical feasibility of cryptanalysis algorithms are studied. The course
includes computer researchers. Cryptographic libraries for C++, Python, GMP, software
tools for cryptanalysis are studied

Advanced Cryptography
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12 |BII TK udpibix 5 [Ton 1M pIBIK KYPBUIFBIIAPABIH KPUMHHATUCTUKAIIBIK CapariTaMachlH XYPri3y YIIiH KaXeT | -
BJI KB KYPBUIFBLIAPIBIH 3aMaHayd MpOrpaMMajiblK MCH ammapaTThIK KYpalaapAbl KOJJAHYABIH TCOPUSIBIK
BD EC KPUMMHATUCTUKAIIBIK OiiMIepi MEH NPaKTHKAJIBIK AaFIbUIAPEIH UTEepyTe OarbITTainFal. MarucrtpaHTrap HuQpIIbIK
caparnTamachl KYPBUIFBUIAPIBIH KPUMUHAIMCTHKAIBIK CapanTaMachlH KYPri3y VIIH JONeIAep JKUHAY
Kpumunanuctuaeckas JKOHE TalIay JaFIbUTAPBIH alajibl.
JKCIEpTHU3a UPPOBBIX
yerpoticTs JycuuIuiiHa HampaBlicHa HA OBJIAJICHHUE TCOPCTHYCCKUMH 3HAHUSMH M MPAKTHYCCKUMU
Forensic examination of HABbIKAMH  NPUMCHCHWS ~COBPEMCHHBIX ~IPOTPAMMHBIX M AIIApaTHBIX  CPECTE,
digital devices HEOOXOAMMBIX ISl IPOBEACHHS KPUMUHATIUCTHICCKON SKCIIEPTU3BI uI/IcppOBLva YCTPOHCTB.
MaructpaHTsl PUOOPETYT HABBIKK cOOpa M aHANHM3a KPUMHHAIHCTHYECKON IKCIIEPTH3BI
U(POBBIX YCTPOKUCTB.
The discipline is aimed at mastering the theoretical knowledge and practical skills of using
modern software and hardware necessary for conducting forensic examination of digital
devices. Undergraduates will acquire the skills in collecting and analyzing forensic science
of digital devices
13 | BII TK MoOumpai xoHEe OYITTHI 5 [Tor ™MoOwnbmi jxoHE OYITTH TEXHOJOTHSUIAPIBIH KaYIlCI3IiK omicTepiH, »xobamay | EcenTey xeninepinig
BJ1 KB TEXHOJIOTUSIIAPIBIH m1a0IOHIAPEIH, MOOWIIBII XOHE OYITTHI KBI3METTEpAl JKETKI3YIIiJiepre KOJIAHBUIATBHIH | KayircCi3miri
BD EC Kayinci3airi HAKTBl Y3IIK TXipuOenepai, MOOWIBII >KOHE OWITTHI TEXHOJIOTHsIAp Kayinci3miriig | bezomacHocTh
Be3omnacHoCTh MOOMITBHBIX HETI3ri aCMeKTUIepiH, MOOWIBAlI JKOHE OYJITTHI eCeNnTeyJepAiH KOHICMIUUIAPhl MEH | BBIYUCIUTEIbHBIX CEeTeH
1 00JJauHBIX TEXHOJIOTHIA KayilnTepiH ®KoHE oJiap bl KOPFay 9MIiCTepiH, COHIai-aK OChI caiaiarbl xo0anapasl Kypyasl | Computer network
Security of mobile and 3€pPTTEN/II. security

cloud technologies

JucnuminHa uccleayeT MeToAbl 0e30MacHOCTH MOOWIIBHBIX M OOJAYHBIX TEXHOJIOTUH,
1a0JI0HBI MPOSKTUPOBAHMSI U PeaTbHBIE JIYUIINE MPAKTUKH, TPUMEHSIEMbIE K MTOCTABIIIMKAM
MOOWIBHBIX ¥ O0JIAYHBIX yYCIYT, OCHOBHBIC ACIICKTHI 0€30MaCHOCTA MOOMIIBHBIX U O0JIAYHBIX
TEXHOJIOTHI, KOHIENIUU U YTPO3bl MOOMIBHBIX M OOJIAYHBIX BBIYHCICHUH U METOABI UX
3aIUTHL, @ TAKXKE IIOCTPOCHHE MIPOSKTOB B 3TOM 00JIaCTH.

Discipline explores mobile and cloud security techniques, design patterns and real best
practices applied to mobile and cloud service providers, the main aspects of mobile and cloud
security, the concepts and threats of mobile and cloud computing and methods to protect
them, and the construction of projects in this area
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3USHABI KOJTHI aHBIKTayFa
apHaJIraH TCXHOJIOTUdJ1ap
Texuonoruu
0oOHapyKEeHU
BPEIOHOCHOI'O KOga
Technologies for detecting
malicious code

[lon arpIMzmarbl 3USHABI OaFAapiaMallapAblH MYMKIHIIKTEpiH j>koHe KuOepKayinTepliH
aFbIMIaFbl JKaFAaliblH MEHrepyre MyMKiHIiK 0epeni; VMWare OarnapiaManbiK KaMTaMachl3
eTy Heri3iHAe 3epTXaHAJIBIK CTeHA KYpyIObl YHpeTy; KOATHl Taljayra apHaJFaH
YTUIIUTAJIapMEH JKYMBIC icTeyre maifbiHmany. MaructpaHTTap 3UsSHABI OaFiapramanapabiH
(malimanaHpUFaH OKYKTBIPY apHalapbl, 3UAHABL OarjapiiamMaiapiblH — MakcaTTapbl,
OeJceHipinreH HBICAHAAp KOHE iC XKY31HAEe KEeNTIpUIreH 3WsH) ocep eTyiHe OaillaHBICTHI
OKHFaJapIel KaJail 3epTTey KePEeKTiriH yipeHei.

JluciuIuimHa MO3BOJISIET OCBOMTH BO3MOXKHOCTH aKTYaJbHBIX BPEIOHOCHBIX NPOTPAMM U
COBPEMEHHOE COCTOSTHHE KHOepyrpo3; 0OyuUTh CO3/IaHMIO JJabOPaTOPHOTO CTeHa Ha Oa3e
10 VMWare; noarotoButh K paboTe ¢ yTHIIUTaMH, NIpeHa3HAueHHBIMH IS aHaJIM3a KOJIa.
MarucTpaHTel Hayd4arcsli TPOBOIUTH pAcClOBaHUS HMHLMJICHTOB, CBSI3aHHBIX C
Bo3delcTBHEM BpenoHocHoro IIO  (ucmonp30BaHHBIE KaHANbl —3apakeHUs, Lenu
BpenonocHoro [10, arakoBaHHBIC OOBEKTHI M PEaIbHO MPUUNHCHHBIH yIep0).

Course allows you to master the capabilities of current malware and the current state of cyber
threats; to teach how to create a laboratory stand based on VMWare software; prepare for
working with utilities designed for code analysis. Master students will learn how to
investigate incidents related to the impact of malware (used infection channels, malware
targets, activated objects and actually caused damage)

15 |KII TK
1 KB
PD EC

Kayimnciz mporpaMMansIk
KaMTaMaHbI d3ipiey
Pazpabotka Oe3omacHoOrO
POrPaMMHOTO
obecrnieueHHs
Development of secure
software

ITon Java-ma xoamaHOasbl MpOrpaMMaiapIblH Kayilci3airiH KaMTamachi3 €Ty OOWBIHIIIA,
Java-nma xopray Oarmapnamanay OoWblHING, Java-ma KoJmaHOANBl MpOTpaMMaiaplIbiH
CEHIMIUTIr MeH Kayilci3IiriH apTThIpy OOWBIHINA YCHIHBICTAPIBI 3ePTTEYre MYMKIHIIK
6epeni. Crynenrrep lde Eclipse-ne cenimai sxone Kayirnci3 nmporpammanay yuria SonarLint
CTATHKAJbIK aHAJM3aTOPbIH KOJIAaHYAbl YHpPEeHeNIi, NMporpaMMaiblK KamMTaMachl3 eTyni
TECTiJIeY JKOHEe TUHAMUKAJIBIK TaJlIay Ikl XKYPTi3yai YHpPEeHe .

JucnuuimHa TO3BOJIMT H3YYHTh PEKOMEHIAIMHM 10  obecmedeHnio 0e30macHOCTH
MPUKJIAIHBIX TPOTpaMM Ha Java, 1o 3allMTHOMY MpOrpaMMHUPOBAHHMIO Ha Java, mo
MTOBBIIICHUIO HAJISKHOCTH M O€30MacCHOCTH NMPHUKJIAAHBIX HporpamMm Ha Java. CTyaeHTHI
u3ydyaT NpMMEHECHME CTaTUYECKOI0 aHajau3aropa SonarLint IUTSL HAAEKHOTO M 0€30I1acCHOTO
nporpammupoBanust B IDE Eclipse, Hayuarcst TecTHpOBaTh W TMPOBOAUTH THHAMHUYCCKHIA
aHaJIN3 IPOTPaMMHOT0 00eCTIeYEeHHSI.

Course will allow you to study the recommendations for ensuring the security of Java
application programs, for Java security programming, and for improving the reliability and
security of Java application programs. Students will learn how to use the SonarLint static
analyzer for reliable and secure programming in IDE Eclipse, learn how to test and conduct
dynamic software analysis
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16 | KIT )KOOK
T1J1 BK
PD UK

Kopranran  akmapaTTbIK
KyHenep

3aluieHHbIe
HHPOPMALNOHHBIE
CHCTEMBI

Protected Information
Systems

5

"Kopranran axmaparteik kyienep (Information System Protection)” momi memuekeTTik
6inmimM Oepy cTaHmapThIHA colKec OLTIM MEH ICKepIIiKTI axyAbl KaMTaMachl3 €Te[i, FEUTBIMA
IYHHETAaHBIM MEH JKyHenml oMilayabl KaJBINTACTBIPYFa JKOpIEMAECEll; aKIapaTThIK
Kayilci3miKTi KaMTaMmachl3 eTYAiH Ka3ipri 3aMaHFBl XalBIKAPAIBIK JKOHE Ka3aKCTaHIBIK
CTaHNAPTTApbIH, aKIapaTThl KOpFayAblH OarJapilaMajbIK-alnaparThlK oJicTepi MeH
KYpaJIAapblH, aKNapaTThIK-TEXHOJOTHSIIBIK IKyHeJIep MEH JKeNUIepJiH Kaylilci3airin
KaMTaMachI3 €Tyl Oaraiay eJeMIIapTTapblH 3epAeieyre apHallFaH.

Nucrmmumaa  «3amumiénnsle  uHpopMarmonnsie  cuctemsr  (Information  System
Protection)» oOecneunBaeT NPHOOpPETCHUE 3HAHWM W yMEHHH B COOTBETCTBUU C
rOCYapCTBEHHBIM 00pa30BaTeIbHBIM CTAHAAPTOM, COAEHCTBYET (HOPMHUPOBAHUIO HAYYHOTO
MHPOBO33PCHHSI U CHCTEMHOTO MBIIUICHHS; TOCBSIICHA H3YYCHHIO COBPEMEHHBIX
MEXKIYHAPOAHBIX W  Ka3aXCTaHCKMX CTaHJapTOB olecreveHus HHPOPMAIMOHHON
0€30MacHOCTH, MPOrPAMMHO-AMNIAPATHBIX METOJ0B U CPEACTB 3al[UThl HH(POpMAIIUH,
KPUTEPUEB OIIEHKH ofecredyeHus 0e30HacHOCTH HH()OPMAIMOHHO-TEX HOJOTHUECKIX
CUCTEM U ceTeil.

The discipline "Information System Protection™ provides the acquisition of knowledge and
skills in accordance with the state educational standard, contributes to the formation of a
scientific worldview and systems thinking; is devoted to the study of modern international
and Kazakhstani standards for ensuring information security, software and hardware
methods and means of protecting information, criteria for assessing the security of
information technology systems and networks

Ecenrey xemninepiniy
Kayincizairi
be3omacHocTh
BBIYHCJIINTCIIbHBIX CeTeﬁ
Computer network
security
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17 | KII KOOK

AXnaparThIK Kayinci3mikTi

IToHai OKBITYIBIH MaKCaThl: YHBIMIAFBI aKMaparThlK Kayinci3mikti (AK) GackapynbiH

Ecenrey xemninepiniy

I1JT1 BK Oackapy oflicTepi MEH KypalJapblH 3epJeliey, COHAai-ak Oenriii Oip OOBEKTIHIH aKmapaTTHIK | Kayirci3miri
PD UK VYnpasienne kayincizairia (AKXK) 6ackapy xyiienepi a3ipieyre, icke acbIpyFa, HalijanaHyFra, Tangayra, | besomacHocts
WHPOPMATNOHHOM cyreMenaeyTe jkoHe KeTUTAIpyTe HeTi3ri Tocinaepai 3epaeney OOIbI Ta0blIa bl BBIYUCITATENFHBIX CETeH
0€30MacHOCTBI0 ) Computer network
Information Security Lensto NPETOABAMS MCLHILIHHEL ABISCTCS: M3YMCHNE METOJOB 1 CPE/ICTB YIPABICHUS | (o i ty
Management nHpopMannonHo# Oe3zomacHocThio (MIB) B opraHm3ammu, a Takke H3Y4CHHE OCHOBHBIX
MOAXOMOB K pa3paboTKe, peajM3aliy, OSKCIUIyaTalWH, aHaJIH3y, COIPOBOXKICHUIO H
COBEPIICHCTBOBAHMIO CHUCTEM YympasieHus uHbopmaimonHoi 6e3onacHocthio (CYUB)
OIpeNIeTICHHOr0 0OBEKTA.
The purpose of teaching the discipline is: to study methods and means of information security
(IS) managementin an organization, as well as to study the basic approaches to the
development, implementation, operation, analysis, maintenance and improvement of
information security management systems (ISMS) of a certain object
18 | KII XOOK | AknaparThlK Kayilci3aik OKy noHIH MEHrepy/IiH MaKcaThl YWbIMAAFbIl aKnapaTThIK Kayinci3miktiy (AK) Toyekenaepi | AKmapaTTbiK
I11 BK Kaymi MeH OKHFaJIapbiH MEH HHIHUACHTTEPIH Oackapy ojicTepi MeH KypalaapblH 3epaeney, conzaaii-ak AK | kayimcismikTi 0ackapy
PD UK 6ackapy TOyeKeJaepi MEH WHIMACHTTEPiH 0Oackapy IKyielepiH o3ipjeyre, icke achlpyfa, | YIpaBlIicHHE
VYnpaBieHne pHCKaMH U naijananyra, Tajjgayra, cyliemenueyre )oHe KeTUIIIPYIiH Heri3ri Tocuiaepaid 3epaeney | iHPOpMalMOHHON
UHIMICHTaMHU 00Tl TAOBLIA b 6€30M1acHOCTBIO
nHpopMaMOHHOH . Information Security
6e30MACHOCTH HeHﬂMI/I OCBOCHUA y‘le6HOI/I JUCHUIIIMHBL  ABJIACTCA HU3YUCHUE METOJOB U CPEACTB Management

Information security risk
management and incident
management

yIOpaBICHUS pUCKAMH W WHIOHICHTAMH wuH(popMannmoHHO#H Oe3omacHocThio (MB) B
OpraHW3allM, a TaKKe H3YYCHHWE OCHOBHBIX IIOIXOJOB K pa3palboTKe, pealu3alliH,
AKCIUTyaTalliy, aHaJIH3y, COMPOBOXXKICHHIO M COBEPIICHCTBOBAHHIO CUCTEM YIPAaBICHHUS
puckaMu u uHuIMIeHTamu Ub.

The objectives of mastering the discipline are to study methods and tools for managing
information security (IS) risks and incidents in an organization, as well as studying the main
approaches to the development, implementation, operation, analysis, maintenance and
improvement of information security risk and incident management systems
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19 |KII TK
IJ1 KB
PD EC

Kubepkayincizaix yuisn
Python

Python mis
KHOEepOE30MacCHOCTH
Python for cybersecurity

5

AxmapaTTel KOpFay »xy#ernepinme Python Garmapmamanay TifgepiH YHpeHY KOATAFbI
KeMIIUTIKTEp MEH  OCAIIBIKTapabl  TaOynmel, IMAOyBUIIAPABI  TEPreymi,  3HUSHIBI
Oarnapnamanapibl Taljaylsl dkoHe Mmalybll KypajJapblH Kaita KypyaAbl YilpeHyre
MYMKiHAIK Oepeni. barmapinamanay TinmepiH TepeH Oily BHPYCTBIK KOJITHI Tayay *KoHE
OHBIH OpEKEeTTepiH icKe Kocnail Oaranay ymiH Kaxer. KonTsl Tannai Oity madysuiaapian
Kopray Q,ZliCTepiH TYCiHyF € JKOHC KOJAaHyfra KOHC 6arz[apnaManLIK JKacaKTaMaM€CH
0alTaHBICTHI KYpJeli MoceIeNepAl MenTyre MyMKIHIIK Oepei.

HSy‘ICHI/Ie SA3BIKOB IPOrpaMMUPOBAHUA Python MO3BOJIUT HAYYNUTHCA HAXOAUTH HCJOCTATKU
" yS3BUMOCTH B KOAC, pacCjIcqOBaTh aTakn, aHAJIN3UPOBATh BPEJOHOCHOC IO n IPpOBOAUTH
PECUHKMHUPHUHI HHCTPYMCHTOB AaTaKH. FJ'Iy60KI/Ie 3HaHUA SA3BIKOB HPOrpaMMHPOBAaHUA
H606XOILI/IMBI JUIA aHaJIn3a BUPYCHOT'O KOJa U OLICHUBAHUA €ro Z[eﬁCTBHﬁ, HC 3aIlyCKas €ro.
YMenune AHAJIM3UPOBATHL KOJ MO3BOJIUT IOHUMATh U NPUMCHATH MCTOABI 3allIUTHI OT aTaK U
peuiaThb CJIOKHBIC HpO6J’IeMLI, CBA3aHHBIC C MTPOTrPaMMHBIM O6CCHC'~IGHI/ICM.

Studying Python programming languages in information security systems will teach you how
to find flaws and vulnerabilities in code, investigate attacks, analyse malware and reverse
engineer attack tools. Deep knowledge of programming languages is needed to analyse virus
code and assess its actions without running it. The ability to analyse code will enable you to
understand and apply techniques to defend against attacks and solve complex software
problems

Python Tininme
porpammaiay
IIporpammupoBanue Ha
s3bike Python
Programming in Python

20 | KII TK
TJ1 KB
PD EC

Brokuelinniyg
OpTaJIBIKTaHAbIpbIIIMAaFraH
KOCBIMIIIAIAPBIH kKo0anay
[IpoexTupoBanue
ACHUCHTPATN30BAHHBIX
Blockchain npunoxenwuii
Design of decentralized
Blockchain applications

Byt kypc 6510K4eiiH MYMKIHIIKTEpI MEH KbI3METTEpiHE KOJI HKETKI3yre MyMKIHIIK OepeTiH
TYIKUTIKTI OpTalbIKTaHABIPbUIMara Koganoasapasl (Dapps) skobanay il sxKoHe d3ipiey i
kapacteipangsl. Truffle IDE, cmapr kemiciMimaprrap, KapamaibiM BeO-KIHEHT JKOHE
MetaMask wmuenti meHrepinin, Dapp apxurekrtypacein okbiTaasl. Kypc Dapp nerisri
xobanay mpoueccin, Truffle azipiey yaepicin sxone xomanmanapzs! (init, develop, test u
migrate), Tecrineyre Heriznenren Dapp a3ipieyid, Dapp mozxensaepin sxone kyTinerin Dapp
opeKeTiHe KaXEeTTi XKaHa CTaHIapTTapAbl KAMTHIBL..

OTOT Kypc HOCBSIIIEH MPOEKTUPOBAHHUIO U Pa3pabOTKe KOMIUIEKCHBIX JCIEHTPATH30BaHHBIX
npunoxxenuit (Dapps), kKoTopblie 00eCceYHBAIOT JOCTYI K QYHKIMAM U yCIyram OloK4YeiHa.
Bynyt ocBoenst Truffle IDE, cmapr-koHTpakTs!, mpocToii BeO-kineHT u kiauent MetaMask,
a Taoke Oyzer m3ydeHa apxutekTypa Dapp. Kypc oxBateiBaeT 6a30Boe MpOEKTHPOBAHKE
Dapp, mporiecc pazpadorku Truffle u komanmsr (init, develop, test u migrate), paspaGoTky
Dapp Ha ocHOBe TecTHpOBaHMSA, MOJIENIN HpHIIOKeHU Dapp 1 HOBBIE cTaHIApTHI, KOTOPHIE
HEOOXOANMBI JJIS OXKHIaeMoro noseaenus Dapp.

This course focuses on the design and development of complex decentralised applications
(Dapps) that provide access to blockchain’s features and services. The Truffle IDE, smart
contracts, simple web client and MetaMask client will be mastered, and the architecture of
the Dapp will be explored. The course covers the basic design of a Dapp, Truffle
development process and commands (init, develop, test and migrate), test-driven

Kpunronorus
Kpunronorus

Cryptology
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development of Dapp, Dapp application models and emerging standards that are essential
for predictable Dapp behavior
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21 | KIITK JHepekTtep 0a3zachlH KOHE 4 IloH nepekTep KOPBIHBIH KAYINCI3AiK ypJiCTepiH, OakpUiay Ti3iMIEpPiHIH ayaUTIH XKOHE
11 KB KOCBIMILIATApAbl  KOpFay Kayinci3mikri Oanray omicTepiH Kapacteipanpl. Kypc nepekrep 0a3zachlHIa CakTalaThlH
PD EC anicrepi/ MeTtonant MOIMETTEPAiH KaYilCI3[IriH KaMTaMachl3 €Ty MaKCaThlHAa MPUHIMITEPAl, OMiCTEep/i,
3almMThl 0a3 JaHHBIX U MpoIeIypaiap MEH dIiCHaMaIap bl TEPEHACTII OKBITYFa OaFbITTAIFaH.
npunoxenuit/  Methods JucuuIinHa paccMaTpUBaeT MPOLecchl 0e30MacHOCTH 0a3bl JaHHBIX, METOIBI HACTPONKH
protection of database and 0€30MacHOCTH W ayAWTa KOHTPOJBHBIX CHUCKOB. Kypc HampaBieH Ha yriryOieHHOE
applications W3y4YeHHEe MPHUHIMIIOB, METOJOB, NPOLEAYp W METONOJIOTHH B LENAX OOecleYeHUs
0e30MacHOCTH JaHHBIX, XPAHAIINXCS B 6a3axX JaHHBIX.
The discipline considers database security processes, security configuration methods, and
audit checklists. The course is aimed at an in-depth study of principles, methods, procedures
and methodologies to ensure the security of data stored in databases
22 | KIITK AKIapaTTHIK Kayinci3mik 4 Kommnprorepnik waHmunentrep (KW) Typamsl TyciHik. AKmapar aifHaJIbIMBI CallaCBIHAAFBI
11 KB OKHUFaJTapbIH TEPrey Herisri TyciHiktep. KW Ttyciniri xoHe kiaccudpukanmsackl. KU-TiH Herisri keseHIepi
PD EC PaccrienoBanus (maftBIHABIK, 93ipIiey, i3epi JKaceIpy). ¥HBIMIAFHI aKlapaTka Kayin TeHIipy Gakroprapsl
WHIUACHTOB JKOHE OJIapAbIH KiacCH(UKAIMACHl. ¥HBIMHBIH Oackapy cascaThIHBIH JYpbhIC OOJIMaybl.
nHpopMaMOHHOH «Kapakubuiblk» nporpaMMaiblK KaMTaMaHsl Haiaanany. OnapiblH KbI3SMETIHEH 3MsH/IbI
0e301acHOCTH calyiapZblH alIbIH ajy djicrepi. Xakepiiep KbI3MeTi. Xakepiep/iH 9JIEyMETTIK Kypambl.
Investigation of OsapapiH KbI3METIHIH MaKcaTTapbl MEH 9icTepi. MeMIIEKETTIK OpraHaapablH KEeKeIereH
Information Security OKLIIEPIHIH 3aHChI3 KBI3METI.
Incident ITonstne kommetorepHoro uHnuaeHta (KW). OcHoBHble moHsATHS B cdepe oboporta

napopmanuu. [lomsarue u kmaccuduranuss KU. OcnHoBHble craamu KU (moaroroBka,
pasBHUTHE, CKpBITHE cienoB). DakTopsl yrpo3 s MHGOpMalUMM B OpraHU3allMd U HX
KJ'IaCCI/I(I)I/IKaL[I/IH. HeHa}mexcamaﬂ IMOJIUTHKA PYKOBOJACTBA OpraHU3allvu. Hcnons3oBanue
"nuparckoro" I10. MeToibl IpeAOTBpaILEHUsI BPEIHBIX MOCIEACTBUIA OT UX JIE€ATEIbHOCTH.
HGHTGHBHOCTL XaKepoB. COIII/IEU'II;HI;IfI COCTaB XaKepOB. I_[eJ'II/I U METOJbl UX ACATCIIBHOCTH.
HeraBOMepHaH ACATCIIBHOCTD OTACIBHBIX HpeﬂCTaBHTeHeﬁ rocy1apCTBE€HHbBIX OPIaHOB.
Computer incident (CI) concept. Basic concepts in the field of information circulation. The
concept and classification of Cl. The main stages of CI (preparation, development, hiding
traces). Factors of threats to information in the organization and their classification.
Inappropriate management policy of the organization. Use of "pirated" software. Methods
for preventing harmful consequences from their activities. Hacker’s activities. The social
makeup of hackers. Objectives and methods of their activities. lllegal activity of certain
representatives of state authorities
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Knuenr-cepsepiik

TEXHONOTHAIAP KoHe
onapasiK Kayincisairi
Knuenr-cepsepusie
TEXHOJNOTHH H Hx
e3onacHocTs

Client-server technologies
and their security

[lon kauenT-cepsep apxuTekTypachl Kylienepinae KopnopaTeTik JepeKTepai cakray,
HHTSJUICKTYANABIK Talaay KOHE KOPFay TEXHONOTHANAPLIH Mrepyre, KIHEHT-CEpBEpIIiK
apXHTeKTypaza Aepek Ga3zackl MeH Naiiianany WbiHLIH KOCKIMILIANAPHIH KOGANAY KIHE Kypy
Ke3iHAC OphHAANATLIH YATLIiK ecenTepai wemyre, onapasi AKiMIiNeHaipyre xane
KOpFayFa apHaIraH,

Jlucunnanna nocBALIEHa OCBOCHHIO TEXHONOTHT XPAHEHHS, HHTE/TEKTYANHOIO AHANHIA I
3AWHTEI KOPMOPATHBHBLIX IAHHBIX B CHCTEMAX KJIHEHT CepBEPHOMN apXHTEKTYpbl, PEUICHHIO
THNOBBIX 3a1a4, BHINOJHACMBIX NPH NPOCKTHPOBAHHH M CO3faHuK 6Ga3el NAHHBIX W
MPHAOKEHHIT NOBIOBATENA B KIHEHT-CEPBEPHOIi APXHTEKTYPE, HX AAMHHHCTPHPOBAHHH H
3aumTe,

Discipline is devoted to the development of storage technologies, mining analysis and
protection of corporate data in client-server architecture systems, solving typical tasks
performed in the design and creation of a database and user applications in a client-server
architecture, their administration and protection.

Ecenrrey weninepinin

Kayincizairi
bBesonacHocts
BBIYHCITHTENILHLIX CeTei
Computer network
security
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